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Dear Parents & Carers,

We have taken the decision to write to all the parents and carers of our Key Stage 2 pupils regarding some
ongoing issues we know are occurring with incorrect use of technology and social media by the pupils when

outside of school.
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We know that most of our older pupils have their own devices and access to social media, such as WhatsApp

and Snapchat.

We must remind parents that the minimum age recommended to use WhatsApp is 16 and the
minimum age to use Snapchat is | 3. There are reasons why these age restrictions are in place. They

should not be ignored.

Very recently, some extremely upsetting and disturbing abusive messages have been shared with school by parents
of pupils in Year 5 & 6. It seems that some of our pupils are putting themselves in extremely vulnerable positions,
either by sending abusive content, or remaining in groups/chats after they have seen abusive content and not
reporting it. We are also aware that some children communicating with our pupils via WhatsApp and Snapchat

are much older pupils, and do not attend Primary School.

We work hard in school to teach children about safe internet usage and about the perils of social media. However,
this is a lot to process for pupils so young and often they do not realise the long-term implications of their actions,
particularly in terms of messages being saved and screenshot by others, so even if they delete them, they are likely

to remain on at least one person’s phone as evidence.

Follow us on Twitter: @TheAcornsSchool



Advice: We would urge all Acorns parents/carers to have an ‘open phone’ policy with your children, whereby
they are aware that you will look at their phone content daily. This also encourages the children to be open and
honest about what they are doing on their phones and are more likely to approach you if they become unhappy
about the content they see. So, if you have not recently seen the content of your child’s group chats, please
consider doing this immediately to ensure you are keeping them safe and encouraging open communication with
adults. If you are unhappy with what you see on your child’s phone, please consider whether they are
developmentally mature enough to cope with the potential hazards of owning a phone which can access apps and

the internet.

We would class some of the content we have seen recently to be abusive and discriminatory, and therefore would
urge any parents and carers to report such content to the police. If we become aware of future abusive or
discriminatory content which hasn’t been reported, we will report it ourselves to ensure action is taken against
those who continue to use social media as a platform to spread abuse and discrimination and parents who do not
take their responsibilities to protect from harm seriously. This will never be tolerated within The Acorns

community and should not be tolerated by you or your children at any point.

If you would like to discuss these issues further, please call the school office and ask to meet with either myself,

Mr Painter or Mrs Bentley.

Kind regards
Mrs H. Broom

Executive Headteacher
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RESPECTING
: SCHOOLS

We are a Rights Respecting School with No Outsiders
Article 17: All children have the right to be protected from online materials that could harm them

Follow us on Twitter: @TheAcornsSchool



At National Online Safety, we believe in empowering parents, carersiand trusted adults with the information to hold an informed conversation about online safety with their children, should they,
teelit is needed. This guide focuses on one of many dpps which we belicve trusted aduits should'be aware of. Please visit www.nationalanlinesafety.com far further guides, hints dnd tips foradults.

Snapchat’is an insta

WHAT ARE
THE RISKS?

believe — with so

] essaging app which allowsiusers to send images, videos and texts'to
people in their friends |ist. One of Snapchat's uniquelfeatures [s that pictures and messages

‘disappear’ 24 hours after they've been viewed; however;this content isn‘t as temporary as many
same users saving screenshots or usingianother device to take a photo'of their
screen. This year, Snapchat added 'My Al a customisable thatbot with which people can chat and

share secrets, asiwell as asking for advice andisuggestions of places;to visit.

CONNECTING :
| WITH STRANGERS @ *1°";

Even if your child only connects with
~ people they know, the¥ may still get
riend requests from strangers. The
Quick Add option lets users befriend
reople the app recommends - but
hese ‘friends’ are merely a username,
which could have anyone behind it.
Accepting such requests reveals
children’s personal information
through the Story, SnapMap and
Spotlight features, potentially putting
them at risk from predators.

EXCESSINE USE

Snapchat works hard on user
engagement, with features like
streaks (messaging the same
Rerson every day to build up a

igh score). Spotlight Challenges
tem‘rt users into spending time
producing content in search of
cash prizeés and online fame, while
it’s easy for children to pass hours
watching Spotlight’s endless scroll of
videos.

INAPPROPRIATE CONTENT

Some videos and posts on Snapchat
aren't suitable for children. The
hashtags used to grou? content are
determined by the poster, so even an
. innocent search term could still yield

+

ARTIFICIAL
INTELLIGENCE

MK Al is Snapchat’s new chatbot,
which replies to questions ina
human-like manner. However, the
software is still in its infancy and has
significant drawbacks, such as biased,
incorrect or misleading responses.
There have already been numerous
reports of young users turning to Al for
medical help and diagnoses, which
could be inaccurate and therefore
potentially dangerous.
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ONLINE PRESSURES

Although many of Snapchat's filters 1'1

are designed to entertain or amuse,

| the ‘beautify’ effects on photos can set

. unrealistic body-image expectations ~
creating feelings of inadequacy if a |
young person compares themselves .
unfavourably with other users. |
snu?chut now also has ‘priority’ 4
notifications (which still get displayed
even If a device is In *do not disturb’
meode), increasing the pressure on
users to log backin and interact.

1 B EE—

* VISIBLE LOCATION

Snap Map highlights a device’s
exact position on a virtual map
which is visible to other users, There
are options to restrict who can see

this informatjon: all friends, on‘l)' you
Ghost Mode) or selected friends.
Snapchat also has real-time location
sharing, which is intended as a buddy
system to ensure friends have reached
home safely — but which could also be
used to track a young person for more

\ g, ' / ’ ff | sinister reason : :
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In 2021, Snapchat rolled out . Although My Al's responses can often give

find each other on the app. This a new safety feature: users can the impression that it's a real person, it's
now receive notifications reminding - essential that young people remember this ’
them of the importance of maintaining certainly isn't the case. Encourage your child =
Profiles are private by default, but children

function works based on mutual
to think critically about My Al's replies to - =
may make them public to,gain more ‘

friends or whether someone's
their ciuestions: are they accurate and
followers. Shap Stories are visible to everyone

number is in your child’s contacts list. Explain
to your child that this could potentially make ] 1
their profile visible to strangers. We recommend relinble? Remind them that My Al shouldn’t
that your child turns off Quick Add, which can be replace chatting with their real friends, and
that it's always better to talk to an actual
person in relation to medical matters.
your child adds, unless they change the settings.
On SnapMaps, their focation is visible unless Ghost
Mode is enabled {again via settings). It’s safest not
to add people your child doesn’t know in real life -

done in the settings (accessed via the cog icon).
BE READY TO BLOCK AND REPORT
especially since the addition of My Places, which

If a stranger does connect with your child
on Snapchat and begins to make them

allows other Snapchat users to see where your chiid

regularly visits and checks in.

- %ge—inappropriute results. The app’'s
‘disappearing messages’ feature also |
~ makes it easy for young ﬁeople
', (teens in particular) to share &
explicit images on impulse -~ so (S
sextinig confinues to be arisk AN
assoclated with Snapchat. spe

TURN OFF QUICK ADD

The Quick Add feature helps people

connections with people they actually
know well, as opposed to strangers. This
‘Friend Check Up’ encourages users to
delete connections with users that they
rarely communicate with, to maintain their
online safety and privacy.

CHAT ABOUT CONTENT 'KEEP ACCOUNTS PRIVATE

It may feel like an awkward conversation

{and one that young people can be

reluctant to have) but it's important to talk
openly and non-judgementally about sexting.
Remind your child that once something's online,
the creator loses control over where it ends up ~
and who else sees it. Likewise, it's vital that
children understand that some challenges which
become Fogular on the platform may have
potentially harmful consequences.

feel uncomfortable through bullyin%
pressure to send explicit images or by

sending sexual images to them, your child

can select the three dots on that person’s
profile and report or block them. There are
options to state why they’re reporting that user
{annoying or malicious messages, spam, or
masquerading as someone else, for example).

National
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Dr,Claire Sutherland is an online safety consultant, educatorand A \ N 3
researcherwho hos developed and implemented anti-bullying ] n l I n e
and cyber safety policies forschools. She has written various | *

academic papers and carried out research for,the Australian

government comparing internet use and sexting behaviourof s S q.fety
young people inthe UK;USA and Austratia. #wakeupwec'nesd39
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 17.05.2023




At National Online Safety, we betieve in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feellitis needed! This guide focuses bn one of many apps which we believetrusted adults should be aware of. Picase visit www.nationalonlinesafety.com for further guides; hints and tips foradults.

What Parents & Carers Need!to Know /about

WHATSAPP

WhatsApp is the world's most popular.messaging service, with around two billion\users exchanging texts,
photos, videos and/documents, asiwell as making|voice and video calls. Its end-to-endiencryption means
messages can only be viewed by the sender,and any recipients:inot even\WhatsApp.canreadithem. Updates to its
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privacy policy in'2021i(involving sharing dataiwith parent.company/Eacebook)caused millionsito leaveithe app. but the

new policy was widely misinterpreted — it only,related toiWhats

SCAMS v

Fraudsters occasionally send WhatsApp
messages pretending to offer prizes -
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out {aiming to dupe
them into disclosing payment details) or
imfersonating a friend or relative and
asking for money to be transferred to
help with an emergency.

DISAPPEARING MESSAGES

Users can set WhatsAp_? messages to
disappear in 24 hours, 7 days or 90 days
by default. Photos and videos can also be
instructed to disappear after the
recipient has viewed them. These files
can’t be saved or forwarded - so if your
child was sent an ina;:fropricte
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS

WhatsApp has unfortunately been linked
to ucceleroting the spread of dangerous
rumours. In India in 2018, some outbreaks
of mob violence appear to have been
sparked by false aliegations being shared
on the app. WhatsApp itself took steps to
prevent its users circulating hazardous
theories and speculation in'the early
weeks of the Covid-19 pandemic.
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Appisibusiness features, not topersonal messages.

Y

are great for connecting with
multiple people in WhatsApp, but
someone’s feelings to be hurt by an
unkind comment or joke. The ‘only |
)ofa I
group control over who can send
messages. They can, for example, black
"I\ make a child feel excluded and upset.
-
B To starta WhutsApF chat, you
‘s Only need the mobile number of
. (the other person also needs to have
o the app). WhatsApp can access the
recognise which of their contacts also use
the apﬁ. So if your child has ever
o

Group chat and video calls =
g@*#!)
. ., thereis always the potential for
' admins’ feature gives the admin(s
people from posting in a chat, which could
~ the person you want to message
address book on someone’s device and
%I
o their phone number to someone they don't

ven

know, that person could use it to contact
them via WhatsApp.

LOCATION SHARING

The ‘live location’ feature lets users

share their current whereabouts,
allowing friends to see their movements.
WhatsApp describes it as a “simple and
secure way to let people know where you
are.” It is a useful method for a young
person to let loved ones know they're safe
— but if they used it in a chat with people
they don’t know, they would be exposing
their location to them, too.

CREATE A SAFE PROFILE

Even though someone would need a child”
phone number to add them as a contact,
it's also worth altering o young person’s
profile settings to restrict who can see the
photo and status. The options are
‘everyone’, ‘'my contacts’ and ‘nobody’ -
choosing one of the latter two ensures tha
your child’s profile is better protected.

LEAVE A GROUP

If your child is in a group chat that is
making them feel uncomfortable, or
has been added to a group
that they don’t want to be
part of, they can use
WhatsApp's group settings
to leave. If someone exits a
group, the admin can add
them back in once; If they
leave a second time, it is
permanent.
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_Meet Our: Expert

Parven Kaur s a socialmedia expertand digitalmedia
consultant whoiis passionate aboutimproving digital literacy

for parents and children. She has extensive exper

social media arena and is the founderof Kids N Clicks: aweb
resource that helps parents and children thrive in a digital world.

@ www.nationalonlinesafety.com

EXPLAIN ABOUT BLOCKING &%

s If your child receives spam
messages, calls or files fi
should block them usin

ir
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THINK ABOUT LOCATION |

1f your child needs to use the ‘live
location’ function to show you or
one of their friends where

they are, advise them to

share their location onl

for as long as they need to.
WhatsApp gives a range of

‘live location’ options, and your
child should manually stop sharing
their position as soon as it is no
longer needed.
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rom o contact, they ™.
‘settings’ in the chat.
Communication from a blocked contact won't
show up on their device and stays undelivered.
Blocking someone does not remove them from
Eour child’s contact list — so they alsc need ta

e deleted from the address book.

DELETEACCIDENTAL =
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| recipients may have seen (and

or offensive Young people shouldn’t engage with any
message that looks suspicious or too good
to be true. When your child receives a
message from an unknown number for the
first time, they’ll be given the option to
reFort it as spam. If the sender claims to be
a friend or relative, call that person on their
usual number to verify it reuﬁy is them, or if
it's someone trying to trick your child.

CHECK THE FACTS

You can now fact-check

WhatsApp messages that

have been forwarded at

least five times, by

double-tapping the

magnifying glass icon to the

right of the message. From

there, your child can launch a “‘
3
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SSAGES

if your child posts a message they
want to delete, WhatsApp allows the
user seven minutes to erase a
message. Tap and hold on the
message, choose ‘delete’ and then
‘delete for everyone.’ However, it's \
important to remember that Google search and decide for :
themselves whether the
message was true or not.
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taken a screenshot of) a message
before it was deleted.
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Users of this guide do so at their own discretion. No liabilityiis entered into. Current as of the date of release: 02.03.2022




